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A key issue that needs to be addressed while performing fault diagnosis using black box models is that of
robustness against abrupt changes in unknown inputs. A fundamental difﬁculty with the robust FDI
design approaches available in the literature is that they require some a priori knowledge of the model
for unmeasured disturbances or modeling uncertainty. In this work, we propose a novel approach for
modeling abrupt changes in unmeasured disturbances when innovation form of state space model (i.e.
black box observer) is used for fault diagnosis. A disturbance coupling matrix is developed using singular
value decomposition of the extended observability matrix and further used to formulate a robust fault
diagnosis scheme based on generalized likelihood ratio test. The proposed modeling approach does not
require any a priori knowledge of how these faults affect the system dynamics. To isolate sensor and actuator biases from step jumps in unmeasured disturbances, a statistically rigorous method is developed for
distinguishing between faults modeled using different number of parameters. Simulation studies on a
heavy oil fractionator example show that the proposed FDI methodology based on identiﬁed models
can be used to effectively distinguish between sensor biases, actuator biases and other soft faults caused
by changes in unmeasured disturbance variables. The fault tolerant control scheme, which makes use of
the proposed robust FDI methodology, gives signiﬁcantly better control performance than conventional
controllers when soft faults occur. The experimental evaluation of the proposed FDI methodology on a
laboratory scale stirred tank temperature control set-up corroborates these conclusions.

1. Introduction
Fault diagnosis is primarily concerned with recognizing anomalous behavior in the functioning of process components, such as
sensors and actuators, and abnormal trends in process parameters.
Occurrences of such faults lead to degradation in control loop performance and can result in reduced proﬁts. Over the last three decades, a large number of model based methods have been proposed
in the literature for fault detection and identiﬁcation (FDI). Based
on the type of models used for representing the normal and the
faulty behavior, these approaches can be broadly classiﬁed as
data-driven, analytical redundancy based and knowledge based
systems [1]. The problem of designing an FDI system essentially involves generation of signals (residuals) containing information on
the fault followed by devising a suitable decision logic mechanism.
The initial focus of work in fault detection and identiﬁcation
(FDI) was on deriving approaches for isolating faults using the
operating data and not much attention was paid to using this information for on-line fault accommodation and performance recov-

ery. The upcoming research trend in the last decade features an
ever increasing integration of fault diagnosis in the design and
development of control laws. Various design approaches reported
in the literature for achieving fault tolerance in control can be
broadly classiﬁed as passive and active schemes [2,3]. The passive
approach is essentially based on the principle of robust control
where the controller is made insensitive to speciﬁed faults at the
design stage. This approach requires representation of the fault effect just as if it were a source of modeling uncertainty. As a consequence, only a restricted class of faults can be accommodated in
this approach.
A more efﬁcient approach to achieving fault tolerance is the active scheme, which makes explicit fault correction as and when a
fault is identiﬁed. Among the various approaches proposed in the
literature, analytical redundancy based methods are found to be
most suitable for devising an active fault tolerant scheme, since
the information it provides facilitates explicit corrective measure.
Recently, Prakash et al. [4,5] have developed an active fault tolerant control scheme (FTCS), which integrates a model based FDI
methodology based on generalized likelihood ratio (GLR) method
[6,7] with a controller, through an on-line compensation mechanism. The prime requirement of GLR method is the availability of
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a process model (estimator) for normal operation and fault modes,
describing the process behavior for each hypothesized fault. A salient feature of their work is the use of ﬁrst principles model enabling root cause analysis of various types of soft faults like
sensor and actuator biases along with abrupt changes in disturbances and process parameters. However, the development of such
mechanistic models is often not so feasible and practicable for
complex chemical processes. On the other hand, development of
an innovations form of state space models (or time series models)
from input–output data are relatively easy.
Recently, Patwardhan et al. [8] have shown that, it is possible to
detect and identify sensor and actuator biases using linear black
box observers identiﬁed from input–output data and employing
the GLR method. However, their approach, as proposed, has a severe limitation since it cannot distinguish between actuator biases
and abrupt changes in unmeasured disturbances. Thus, the key issue that needs to be addressed while performing fault diagnosis
with such black box models is that of robustness against unmodeled process changes. The robust FDI methods developed so far
essentially aim at detecting and identifying sensor and actuator
faults while desensitizing the effect of modeling uncertainty. The
two main approaches for achieving this robustness are through
(i) the use of adaptive thresholds for residual evaluation, and (ii)
generation of disturbance-decoupled residuals [13]. The design
principle in adaptive thresholds involves modeling the uncertainty
in system description as a function of process operating conditions.
The relationship is derived either theoretically or empirically, and
is used to vary the test thresholds accordingly while evaluating
the residuals for FDI [10–12]. In the disturbance-decoupled approach, the residuals are generated in such a manner so as to minimize (or completely decouple) the inﬂuence of model uncertainty
while retaining sensitivity to faults. The available design tools are
unknown input observer [13,14], eigenstructure assignment [9]
and frequency domain approaches [15].
A fundamental difﬁculty with all these design approaches is
that they require some a priori knowledge of the model for unmeasured disturbances or modeling uncertainty. A typical uncertainty
description makes use of the concept of unknown inputs acting
upon the normal linear model of the system where the associated
distribution matrix is assumed to be known. In general, for real
applications such a knowledge is not available and needs to be
determined either from a priori knowledge of the process dynamics
or identiﬁed using a suitable model for uncertainty [9,16]. When
the disturbances are not measured, identifying the associated distribution matrix is a nontrivial exercise. Further, a major constraint
in all these robust FDI schemes is the availability of adequate design freedom for performing requisite fault isolation along with
robustness.
Depending upon the diagnosis philosophy that is adopted, persistent changes in the mean of unmeasured variables can either be
classiﬁed as faults or simply treated as unmeasured disturbances.
In the robust FDI methods proposed in the literature, persistent
changes in unmeasured disturbances are not treated as faults (as
the diagnostic algorithm is made insensitive or robust to such
changes). In the present work, however, we adopt an active approach and treat the mean shifts in unmeasured disturbances as
faults. Even though root cause analysis of faults caused due to
unmeasured disturbances/process parameters is not possible using
a model identiﬁed purely from input–output data under normal
operating conditions, the overall diagnostic ability of FDI scheme
and the performance of FTCS is severely impaired if these changes
are ignored. Thus, the main objective of this work is to develop an
active online robust fault diagnosis and accommodation scheme
based on linear black box observers that can detect and isolate
abrupt changes in unmeasured disturbances (classiﬁed as unknown input fault) while distinguishing them from sensor and

actuator faults. To achieve this objective, we ﬁrst propose a new
approach to construct of distribution matrix for the unknown inputs in state dynamics, which does not require any a priori information regarding such fault characteristics. Secondly, we have
also proposed a statistically rigorous modiﬁed procedure which extends the use of likelihood ratio test statistics for distinguishing between faults modeled using different number of parameters.
Finally, the proposed robust FDI method is also integrated with
fault tolerant control strategies developed earlier for online fault
accommodation. We test both the diagnostic and the control performance of the proposed fault accommodation method by conducting simulation studies on the benchmark shell control
problem and experimental veriﬁcation on a laboratory scale system of stirred tank heaters.
The paper is organized into six sections. Section 2 describes the
proposed FDI method with linear identiﬁed models. Section 3
brieﬂy explains the fault tolerant control scheme (FTCS). Section
4 contains the simulation studies carried out on the shell control
problem of heavy oil fractionator example. Section 5 gives the
experimental studies conducted on a coupled two-tank temperature control process. Based on the simulation and experimental results, main conclusions of the work are reported in Section 6.

2. Models for normal and fault modes
The FDI strategy in the present work uses the generalized likelihood ratio (GLR) method originally proposed by Willsky [6]. This
approach requires models for normal and faulty operating modes.
In this section we ﬁrst describe models for normal operation and
sensor/actuator biases. We then proceed to develop a model for
isolating abrupt changes in unknown input (unmeasured
disturbance).
2.1. Models for normal operation and sensor/actuator biases
Consider an innovations form of state space model directly
identiﬁed from the input–output data given by [17]
xðk þ 1Þ ¼ UxðkÞ þ Cu uðkÞ þ KeðkÞ
yðkÞ ¼ CxðkÞ þ eðkÞ

ð1Þ
ð2Þ

where xðkÞ 2 Rn represents the states, uðkÞ 2 Rm represents the
manipulated inputs, yðkÞ 2 Rr represents the measured outputs
and eðkÞ 2 Rr represents zero mean innovation sequence with
covariance Q. This model can be expressed in standard form as
follows:
xðk þ 1Þ ¼ UxðkÞ þ Cu uðkÞ þ wðkÞ

ð3Þ

yðkÞ ¼ CxðkÞ þ vðkÞ

ð4Þ

Here, wðkÞ 2 Rn and vðkÞ 2 Rr represent zero mean white noise processes with
R1 ¼ EðwðkÞwðkÞT Þ ¼ KQKT
T

ð5Þ

R2 ¼ EðvðkÞvðkÞ Þ ¼ Q

ð6Þ

R12 ¼ EðwðkÞvðkÞT Þ ¼ KQ

ð7Þ

Note that estimates of the Kalman gain matrix K and covariance
matrix Q are generated as a part of the parameter identiﬁcation
exercise [17].
In order to isolate faults using GLR method, models for each
type of hypothesized fault are also required. In the presence of a
sensor bias, the measurement model is represented as
yðkÞ ¼ CxðkÞ þ vðkÞ þ by;i ey;i rðk  tÞ

ð8Þ

where t is the time of occurrence of a fault and rðk  tÞ represents
unit step function such that
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rðk  tÞ ¼



0
1

for k < t
for k P t



Likewise, in the presence of an actuator bias, the state transition is
modeled as follow:
xðk þ 1Þ ¼ UxðkÞ þ Cu uðkÞ þ wðkÞ þ bu;i Cu eu;i rðk  tÞ

ð9Þ

In the above equations, bf ;i represents the magnitude of the fault
and ef ;i represents fault direction vector where f 2 ðy; uÞ. Here, ef ;i
represents a unit vector of appropriate dimensions with unity at
ith location and all remaining elements equal to zero.
Remark 1. The innovation form of state space model given by Eqs.
(1) and (2) is equivalent to the following discrete transfer function
model
yðkÞ ¼ GðqÞuðkÞ þ HðqÞeðkÞ

ð10Þ

GðqÞ ¼ C½qI  U1 Cu ;

ð11Þ

HðqÞ ¼ C½qI  UK þ I

Thus, the stationary unmeasured disturbances affecting the process
under normal operating conditions are modelled as a Gaussian
white noise process feðkÞg passing through a ﬁlter HðqÞ, i.e. as a colored noise signal.
2.2. Modeling of unknown input fault
Using the above identiﬁed model, sensor and actuator biases
can be easily identiﬁed. However, if an abrupt change occurs in
unmeasured disturbances/ parameter, then it gets misidentiﬁed
as an actuator bias [8] as no model is hypothesized for such a
change. In this section, we develop a lumped model for disturbance/parametric faults, which captures the unqualiﬁed bias effect on state dynamics. Note that all faults caused by step
changes in unmeasured disturbances or process parameters (referred to as unknown inputs) are lumped and modeled as a single
artiﬁcial fault and no attempt is made to isolate the true cause of
this fault.
We propose to model the step changes in the unknown inputs
occurring at time t using an unknown additive vector to the state
evolution equation as follows:
xðk þ 1Þ ¼ UxðkÞ þ Cu uðkÞ þ wðkÞ þ rðk  t f Þf

ð12Þ

where f 2 Rn is an unknown vector which represents the direction
and magnitude of the fault. In the absence of any a priori knowledge
as to which states are affected by the fault, we have assumed that
all the states are affected. It is also assumed that the fault direction
and magnitude deﬁned by f is time invariant, which may be valid in
the neighborhood of the current operating point for faults that occur as step changes. Recently, Patton and Chen [9,16] have described the above approach as one possible way to model the
unknown inputs. This approach is similar to the one used in model
predictive control to handle disturbance and parameter changes
without explicit knowledge of the source of fault.
One possibility is to view the elements of the vector f as additional states and estimate them from input–output data. Consider
the deterministic part of the model corresponding to Eq. (12) together with additional equation fðk þ 1Þ ¼ fðkÞ. Using the following equivalent augmented model, we have

The observability matrix of the above augmented system is given by
3
2
C
½0
6 CU
C 7
7
6
7
6
2
6
CU 7
ð15Þ
wa ¼ ½ wx wf  ¼ 6 CU
7
..
7
6 ..
5
4 .
.
CUn1

CUn2

where wx represents observability gramian for the normal behavior model given by Eqs. (3) and (4). Assuming that the normal
model is observable i.e. Rank ðwx Þ ¼ n, it can be shown that the
rank of matrix wa cannot exceed n þ r where r represents the
dimension of the measurement vector (y). Thus, from the measured data we can estimate at most n þ r elements of the augmented state vector xa ðkÞ. If the number of states is less than
or equal to the number of measurements, then all elements of
the unknown fault vector f can be estimated [9,16]. However, this
requirement is unrealistic in the case of chemical processes where
the number of measured variables ðrÞ is typically far less than the
number of state variables ðnÞ. This implies that in order to estimate the unknown fault vector we have to parameterize it using
at most r unknown parameters.
Now, in the absence of noise and knowledge of xðk  n þ 1Þ, we
can ﬁnd an f that exactly satisﬁes the following equation
wf f ¼ Y  wx xðk  n þ 1Þ
Y ¼ ½ yðk  n þ 1Þ

T

ð16Þ
T

yðk  n þ 2Þ

...:

T T

yðkÞ 

ð17Þ

Let us denote RHS of Eq. (16) by the vector
Yx ¼ Y  wx xðk  n þ 1Þ. We propose to base diagnosis of fault f
on best ﬁt of model residuals, which in the absence of noise and exact knowledge of xðk  n þ 1Þ, implies best ﬁt of vector Yx . Any
lower dimensional approximation we make to f will result in a corresponding lack of ﬁt to Yx . Thus, we choose the lower dimensional
approximation of f, which causes the least error in ﬁt to observed
Yx . Otherwise, we may not correctly classify it as fault f and may
identify some other fault that better ﬁts Yx . Our choice of model
for abrupt changes in the unmeasured disturbances is motivated
by the following result.
Theorem 1. Let f approx ¼ Cd d where Cd is a n  r matrix of full
column rank, d 2 Rr and vector ed denotes the approximation error
such that
wf f ¼ Yx ¼ wf f approx þ ed

ð18Þ

Also, let the singular value decomposition of matrix wf be deﬁned as
follows:
wf ¼ URV T

ð19Þ

R ¼ ½ r1 eð1Þ r2 eð2Þ
V ¼ ½ vð1Þ

vð2Þ

...
...

rn eðnÞ 
ðnÞ 
v

xa ðk þ 1Þ ¼ Ua xa ðkÞ þ Cu;a uðkÞ

ð13Þ

where U and V are square unitary matrices of dimension 2nr  2nr and
n  n, respectively, vector eðiÞ 2 R2rn represents unit vector such that ith
element of the vector is unity and rest all elements are zero, vector
vðiÞ 2 Rn represents ith column of matrix V and fri : i ¼ 1; 2; . . . ; ng
represent the singular values of wf such that r1 P r2 P    P rn . Then,
the choice matrix Cd that yields the smallest upper bound on the relative approximation error, ked k2 =kfk2 , for an arbitrary vector f corresponds to

yðkÞ ¼ Ca xa ðkÞ

ð14Þ

Cd ¼ ½ vð1Þ

where
xa ðkÞ ¼

xðkÞ


;



U

I

Ua ¼
½0 I
fðkÞ

Cu
; Ca ¼ ½ C ½0 
¼
½0


Cu;a





...

vðrÞ 

Proof. Refer to Appendix A.

ð20Þ
h

Thus, in absence of any knowledge of fault vector f a fault model
for unknown inputs is chosen as
xðk þ 1Þ ¼ UxðkÞ þ Cu uðkÞ þ wðkÞ þ Cd drðk  tÞ

ð21Þ
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where the unknown input fault coupling matrix Cd is given by Eq.
(20). It may be noted that Cd is completely determined from the system matrices ðC; UÞ with no a priori knowledge about speciﬁc instances of fault.

 Actuator bias:

3. Robust FDI using black box observer

The GLR method identiﬁes the fault corresponding to the most
probable hypothesis. For this purpose, the likelihood ratio test statistics, T f ;i , corresponding to each fault hypothesis can be constructed. The test statistics are given by

The normal behavior model given by Eqs. (3)–(7), can be used to
obtain the optimal state estimates from the Kalman ﬁlter (referred
to as normal Kalman ﬁlter in the rest of the text) for use in FDI
[8,18]
^ ðk þ 1jkÞ ¼ Ux
^ðkjk  1Þ þ Cu uðkÞ þ KcðkÞ
x
cðkÞ ¼ yðkÞ  C^
xðkjk  1Þ

ð22Þ
ð23Þ

^ðkjk  1Þ
where cðkÞ is a vector of innovations (or residuals) and x
denote the state estimates predicted at time k using all measurements made up to time ðk  1Þ. It can be shown that, under a fault
free situation, the residuals (or innovations) cðkÞ form a Gaussian
zero mean white noise sequence. Therefore, a simple statistical test
referred to as the fault detection test (FDT) is applied at each time
instant to estimate the time of occurrence of a fault. If FDT is rejected at some time t, the occurrence of a fault is further conﬁrmed
by applying a cumulative statistical test known as the fault conﬁrmation test (FCT) on the innovation sequence in the time interval
½t; t þ N (see [4,8] for details). If this test rejects the null hypothesis
(no fault hypothesis) then the occurrence of the fault at time t is
conﬁrmed.
3.1. Review of conventional GLR method for fault isolation

ð27Þ

2

T f ;i ¼ df ;i =cf ;i
tþN
X
df ;i ¼ eTf ;i
GTf ðk; tÞV1 cðkÞ
cf ;i ¼ eTf ;i

k¼t
tþN
X

GTf ðk; tÞV1 Gf ðk; tÞef ;i

ð28Þ
ð29Þ
ð30Þ

k¼t

The fault corresponding to the maximum of the above test statistics is identiﬁed as the fault that has occurred. The maximum
likelihood estimate of the fault magnitude can also be computed
as follows:
^ ¼ df ;i
b
f ;i
cf ;i
Instead of comparing the test statistics, fault identiﬁcation can
equivalently carried out by computing the upper quantile probabilities of the test statistics under the null hypothesis. It can be shown
that under the null hypothesis, the GLR test statistics corresponding
to sensor or actuator biases follow a v2 distribution with one degree
of freedom [7]. The upper quantile probabilities af ;i are deﬁned as

where v21 denotes a v2 random variable with one degree of freedom.
The fault which corresponds to the least value of af ;i can be identiﬁed, which corresponds to the fault with the maximum test statistic. The advantage of using the upper quantile probabilities instead
of the test statistics directly is that it allows the GLR method to be
conveniently extended for identifying faults characterized by different number of parameters. However, numerical computation of the
upper quantile probabilities may pose problems which need to be
overcome. We describe our proposed modiﬁed GLR strategy for this
purpose in the following subsection.
3.2. Modiﬁed GLR method for identifying unknown input faults
We ﬁrst derive the test statistic for unknown input faults. Eq.
(9) shows that the effect of unknown input faults is also modeled
as an additive effect on the normal process behavior. Therefore,
the innovation sequence in the time interval ½t; t þ N after the
occurrence of an unknown input fault can be shown to be a Gaussian random process with expected value ld ðk; tÞ ¼ Gd ðk; tÞd. The
recurrence relations for the signature matrix Gd ðk; tÞ can be derived
using the fault model given by Eq. (21) together with Eqs. (22) and
(23). These are derived in Appendix B and are given by
Gd ðk; tÞ ¼ CUJd ðk  1; tÞ þ CCd  CKGd ðk  1; tÞ

H0 : lðk; tÞ ¼ 0
H1;f ;i : lf ;i ðk; tÞ ¼ bf ;i Gf ðk; tÞef ;i
and

ð26Þ

Ju ðk; tÞ ¼ UJu ðk  1; tÞ  Cu þ KGu ðk  1; tÞ

af ;i ¼ Prfv21 > T f ;i g

After a fault is detected using FDT and later conﬁrmed using
FCT, we make use of the GLR method for identifying the fault
and estimating its magnitude. It can be noted from the fault model
Eqs. (8), (9), and (21), that while sensor and actuator biases can be
described in terms of one unknown parameter (representing the
fault magnitude), unknown input faults are characterized by r unknown parameters (representing the fault magnitude and direction). We develop a modiﬁed GLR method in order to identify
faults characterized using different number of unknown parameters. To motivate our development, we review the conventional
GLR method that can be used to identify sensor and actuator
biases.
Fault identiﬁcation in the GLR method is carried out using the
innovation sequence fcðtÞ . . . cðt þ NÞg generated by the normal
Kalman ﬁlter over the time window ½t; t þ N. It can be noted from
Eqs. (8) and (9) that the effect of sensor and actuator biases is described by additive changes to the normal process behavior. Thus,
under different fault hypothesis, the innovation sequence generated by the normal Kalman ﬁlter can be shown to be a Gaussian
random process with different unknown means lf ;i ðk; tÞ, but with
the same known covariance matrix V. The hypothesis for the presence or absence of a fault in the observed data can be written as

k 2 ½t; t þ N

Gu ðk; tÞ ¼ CUJu ðk  1; tÞ þ CCu  CKGu ðk  1; tÞ

f 2 y; u

The signature matrix Gf ðk; tÞ for different types of faults can be computed recursively using the normal Kalman ﬁlter equations and the
fault models. For actuator and sensor biases, the recurrence relations for computing the signature matrices are as follows [8]:

ð32Þ

k 2 ½t; t þ N

ð33Þ

The GLR test statistic T d for unknown input faults can now be obtained as
T

T d ¼ dd C1
d dd
^ ¼ ½C 1 d
d
d

dd ¼

 Sensor bias:
Gy ðk; tÞ ¼ I  CUJy ðk  1; tÞ  CKGy ðk  1; tÞ

ð24Þ

Jy ðk; tÞ ¼ UJy ðk  1; tÞ þ KGy ðk  1; tÞ

ð25Þ

ð31Þ

Jd ðk; tÞ ¼ UJd ðk  1; tÞ  Cd þ KGd ðk  1; tÞ

Cd ¼

tþN
X
k¼t
tþN
X
k¼t

d

ð34Þ
ð35Þ

GTd ðk; tÞV1 cðkÞ

ð36Þ

GTd ðk; tÞV1 Gd ðk; tÞ

ð37Þ
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It can be shown that the GLR test statistic for unknown input faults
under the null hypothesis follows a v2 distribution with r degrees of
freedom. Therefore, the upper quantile probability ad of obtaining
this statistic under the null hypothesis is given by
ad ¼ Prfv2r > T d g
In the modiﬁed GLR method, among all sensor biases, actuator
biases and unknown input faults, the one that corresponds to the
least upper quantile probability is identiﬁed. However, there is
an additional problem caused by numerical evaluation of probabilities. If the magnitude of the fault is large or if the window size is
large, the upper quantile probabilities are very close to zero and
cannot be evaluated accurately using the numerical procedure.
We develop a rigorous method for identifying between faults
whose upper quantile probabilities are numerically close to zero,
based on the value of the test statistic as follows.
In general, the upper quantile probabilities of the v2 distribution
with m degrees of freedom for a given value of T is given as
h m  m i1 Z 1 m
t
aðT; mÞ ¼ 1  PðT; mÞ ¼ ð2Þ2 C
ðtÞ21 expð Þ dt
ð38Þ
2
2
T
For large values of T, we can approximate the incomplete gamma function using partial fraction expansion [19] as

m
m T
T
;
 ðTÞ2 expð Þ
ð39Þ
C
2 2
2
Thus, the ratio of upper quantile probabilities corresponding to
two large test statistics T 1 and T 2 with different degrees of freedom
m1 and m2 is given by
m1

m
aðT 1 ; m1 Þ Cð 22 ÞðT 1 Þ 2
T1  T2

m2 exp
2
aðT 2 ; m2 Þ Cðm1 ÞðT 2 Þ 2

ð40Þ

2

Depending upon whether the above ratio is greater or lesser
than unity, the fault corresponding to T 1 or T 2 can be identiﬁed.
Alternatively, we can take the natural logarithm of the above ratio
and rewrite the decision rule as an inequality where LHS is a function of the test statistics and RHS is a threshold value or number.

m1 ln T 1  m2 ln T 2 þ T 1  T 2 > 2½ln Cð0:5m1 Þ  ln Cð0:5m2 Þ

ð41Þ

The fault corresponding to T 1 is identiﬁed only if the above
inequality is satisﬁed. It should be noted, that we apply the above
decision rule only if the upper quantile probabilities corresponding
to test statistics (with different degrees of freedom) are both
numerically close to zero. We summarize the implementation of
the on-line FDI procedure using the modiﬁed GLR method in Fig. 1.
3.3. On-line fault accommodation and isolation of sequential faults
To begin with, we describe the fault accommodation scheme
when a fault is isolated for the ﬁrst time. In case a sensor bias is
identiﬁed at time instant ðt þ NÞ subsequent to fault detection at
time instant t, the faulty measurements are corrected thereafter in
FDI model using the estimated magnitude of sensor bias as follows:
^ e for k > ðt þ NÞ
yc ðkÞ ¼ yðkÞ  b
y;i y;i

ð42Þ

The FDI model is suitably adapted for all types of input faults that are
identiﬁed, and the compensated model is used in the Kalman ﬁlter
for estimating state subsequent to k > ðt þ NÞ is as follows:
 Actuator bias:
^u;i Cu eu;i
^ ðk þ 1jkÞ ¼ Ux
^ ðkjk  1Þ þ Cu uðkÞ þ KcðkÞ þ b
x

ð43Þ

 Unknown input change:
^ þ KcðkÞ
^ ðk þ 1jkÞ ¼ Ux
^ ðkjk  1Þ þ Cu uðkÞ þ Cd d
x

ð44Þ

In addition, as discussed in Prakash et al. [4], the state estimates
are corrected for the bias in the state estimates introduced due to
delay of N sampling instants in identifying the fault.
Immediately after compensation of measurements/model and
state estimates, we resume application of the FDT, FCT and GLR
method as before. If a new fault is identiﬁed, then, the compensation scheme as described above can be applied. However, there is
always a possibility that the same fault is identiﬁed again, in which

Fig. 1. Modiﬁed GLR method: ﬂow chart.
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case we need to make use of cumulative fault estimates in the output and state correction Eqs. (42) and (43), respectively. This way,
an integral action is introduced in the on-line compensation mechanism, which in turn provides a certain degree of self-correcting
ability to the FDI. As a result, the errors in estimation of the fault
magnitude or position can be corrected in course of time. The
~ for sensor and actuator faults are
cumulative bias estimates b
f ;i
computed as follows:
nf ;i

~ ðn Þ ¼
b
f ;i
f ;i

X

^ ðjÞ
b
f ;i

ð45Þ

j¼1

where nf ;i represents number of times a fault of type f 2 ðy; uÞ is isolated in the i’th position. These cumulative bias estimates can be
further used to deﬁne cumulative bias correction vectors for input
and measurement biases as follows:
~u ¼
b
~y ¼
b

m
X
i¼1
r
X

~u;i ðnu;i Þeu;i
b

ð46Þ

~ ðn Þe
b
y;i
y;i
y;i

ð47Þ

i¼1

~ Þ, can be deﬁned
Similarly, cumulative unknown input vector, dðt
dl
as follows:
~ Þ ¼dðt
~
^
dðt
dl
dl1 Þ þ dðt dl Þ
~
dð0Þ ¼0
where t dl represent the last time instant when unknown input fault
was isolated, t dl1 represent the time instant previous to t dl when
^ Þ represents the fault vector estisuch fault was isolated and dðt
dl
mate at time instant t dl . Using the above deﬁnitions of cumulative
bias vectors, the state estimator used in FDI gets modiﬁed as
follows:
~ Þ þ KcðkÞ
~ u  þ C dðt
^ ðk þ 1jkÞ ¼ Ux
^ðkjk  1Þ þ Cu ½uðkÞ þ b
x
d
dl
~
y ðkÞ ¼ yðkÞ  by

ð48Þ

^ðkjk  1Þ
cðkÞ ¼ yc ðkÞ  Cx

ð50Þ

c

ð49Þ

Under ideal conditions, when a fault is correctly identiﬁed and its
magnitude is exactly estimated, the use of compensated quantities
in the FDI model will neutralize the effect of the fault that has occurred. This enables the FDI method to detect and identify any subsequent fault that may occur.
Remark 2. It may be noted that, with the use of cumulative bias
estimates, the proposed model for unmeasured disturbance can be
expressed as follows:
~ Þ þ KeðkÞ
xðk þ 1Þ ¼ UxðkÞ þ Cu uðkÞ þ Cd dðt
di
~ Þ ¼ dðt
~
dðt
Þ þ dðt Þ

ð52Þ

yðkÞ ¼ CxðkÞ þ eðkÞ

ð53Þ

dl

dl1

dl

ð51Þ

tionary and typically change at higher frequency than rate of
occurrence of biases in sensors and actuators. In addition, plant
model mismatch would appear as time varying unmeasured disturbance. For example, if during operation, the plant dynamics
changes to
xðk þ 1Þ ¼ ðU þ DUÞxðkÞ þ ðCu þ DCu ÞuðkÞ þ wðkÞ
then, the vector fðkÞ, deﬁned as follows:
xðk þ 1Þ ¼ UxðkÞ þ Cu uðkÞ þ fðkÞ þ wðkÞ

ð55Þ

fðkÞ ¼ DUxðkÞ þ DCu uðkÞ

ð56Þ

can be viewed as a time varying unmeasured disturbance affecting
the nominal plant dynamics. The use of cumulative bias estimates
~ Þ as proposed above facilitates modeling of such time varying
dðt
dl
disturbances as a slowly varying bias vector.
3.4. Active fault tolerant control scheme
To maintain good control performance despite the occurrence
of any type of soft fault, an active fault tolerant control scheme
(FTCS) has been developed by Prakash et al. [4] and Patwardhan
et al. [8] by appropriately integrating the GLR based FDI method
with controller. Typically, a conventional feedback controller with
integral action can satisfactorily deal with actuator biases, disturbances and process parameter changes in the absence of input constraints. However, in the presence of a sensor bias, it takes
corrective action using the biased value and in turn introduces
an offset in the true value of the plant output. In the FTCS proposed
by Prakash et al. [4], the FDI module is like an external interface to
the existing feedback control system. In case a sensor bias is identiﬁed, the magnitude of the bias estimated by the FDI method is
used to correct the faulty measurement as described by Eq. (49),
before being used in the controller. For all types of faults identiﬁed,
the FDI model is suitably adapted so that any subsequent fault
occurring in the process can be detected. Fig. 2 shows a schematic
of the FTCS.
4. Simulation studies: heavy oil fractionator example
In this section, we demonstrate the efﬁcacy of the proposed robust FDI scheme using simulation studies on the Shell Control
problem. In our earlier publication [8], we had found that step
jumps in unmeasured disturbances are misdiagnosed as input
biases. When information generated by FDI is used for on-line
compensation in FTCS, such misdiagnosis can have undesirable effects on the closed loop behavior. In this section, we demonstrate
that this limitation can be overcome by employing the proposed
unknown input fault identiﬁcation scheme.

where t dl denotes the time instant at which an unmeasured disturbance fault was last isolated. Together these two equations represent a multi-rate model with unmeasured disturbance vector
changing at a signiﬁcantly slower rate. The minimum gap between
two such isolation equals the window length used for fault isolation. Thus, this model effectively separates unmeasured disturbances into two components: (a) high frequency stationary
colored noise modelled through Kalman gain K and driven by zero
mean white noise (innovation) sequence eðkÞ and (b) non-station~ Þ.
ary low frequency mean changes captured through dðt
dl
Remark 3. The use of cumulative bias estimates for model correction as described above has important implications form the viewpoint of modeling the unmeasured disturbances. In practice, the
unmeasured disturbances encountered in the plant are non-sta-

ð54Þ

Fig. 2. Fault tolerant control scheme: schematic diagram.
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The performance of the FTCS is assessed through stochastic simulations. In the simulation procedure used in this work, a simulation run consisting of N T trials is conducted for each case being
investigated. The performance measures used for evaluating the
FDI and control performance are as follows:

 Performance index ðPIi Þ for a controlled variable i is deﬁned as
PIi ¼

ISEi ðfault tolerant control schemeÞ
ISEi ðconventional control schemeÞ

ð57Þ

where ISEi is the sum of squared differences between the true value
of the measured variable and the corresponding set point in any
simulation trial. The value of the PIi averaged over all the trials in
a simulation run is reported.
 Percentage of successful trials (PST)
PST ¼

Number of successful trials ðN S Þ
 100
Total number of trials ðN T Þ

ð58Þ

where a successful trial is deﬁned as one in which the introduced
fault is identiﬁed at least once in that trial.
 False alarm index (FAI)
FAI ¼

Total number of false alarms ðN F Þ
of simulation trial
Number of trials ðN T Þ  lengthwindow
length ðNÞ

ðLÞ

ð59Þ

4.1. Process description
For evaluating the proposed FTCS, we consider a subsystem of
Shell Control Problem (SCP) described by Prett and Gracia [20] with
the following conﬁguration:
Controlled (Measured) Outputs: Top end point ðy1 Þ, side end
point ðy2 Þ and bottom reﬂux temperature ðy3 Þ
Manipulated Inputs: Top draw ðu1 Þ, side draw ðu2 Þ and bottom
reﬂux duty ðu3 Þ
Disturbance Inputs: upper reﬂux duty ðg1 Þ and Intermediate
reﬂux duty ðg2 Þ
The nominal process model is given by Eqs. (60)–(62)
yðsÞ ¼ Gp ðsÞuðsÞ þ Gg ðsÞgðsÞ
2 4:05 27s 1:77 28s
e
e
50sþ1
60sþ1
6 5:39 18s 5:72 14s
e
e
Gp ðsÞ ¼ 4 50sþ1
60sþ1

Gg ðsÞ ¼

4:38
e20s
33sþ1
2 1:2 27s
e
45sþ1
6 1:52 15s
4 25sþ1 e
1:14
27sþ1

4:42
e22s
44sþ1
1:44
e27s
40sþ1
1:83
e15s
20sþ1
1:26
32sþ1

3
7
5

5:88
e27s
50sþ1
6:9
e15s
50sþ1
7:2
19sþ1

3
7
5

ð60Þ

0.005 is added to all the three measured variables. A stochastic
model of the innovations form for the above process identiﬁed
using generalized orthonormal basis ﬁlters (GOBF) is used for FDI
and controller implementation in this work (Refer to Patwardhan
and Shah [17] for details). The resulting minimal order model consists of 49 states.
The controller used in this work is a conventional dynamic matrix controller (DMC) for which the tuning parameters are taken
from Yu et al. [21] and these are given in Table 1. Upper and lower
bound constraints of ±0.5 are imposed on all the manipulated inputs and predicted outputs, and ±0.05 on the change in manipulated inputs.
4.2. FTCS performance
The closed loop performance of FTCS is assessed by incorporating the FDI approach described in preceding sections using the
above identiﬁed model and DMC. In this process, seven different
faults are hypothesized, namely, bias in three measured outputs,
bias in three manipulated inputs and abrupt change in unknown
inputs due to step changes in any one or both the disturbance inputs. The window length N for fault conﬁrmation and identiﬁcation
is taken as 50 sampling instants. For each fault, a simulation run
consisting of 100 simulation trials ðN T Þ were performed with each
trial lasting for 1000 sampling instants ðLÞ. The fault is introduced
at the ﬁrst sampling instant. The level of signiﬁcance chosen is 0.75
and 0.01 for fault detection and fault conﬁrmation test, respectively. The magnitude of the sensor and actuator bias introduced
was in proportion to the standard deviation of the output or input,
as the case may be under normal operation. The standard deviation
in the three measured outputs under normal operation was found
to be 0.029, 0.042, and 0.028, respectively, while the standard deviations in the manipulated inputs were found to be 0.0058, 0.026,
and 0.012, respectively.
Simulation results are presented for four different fault scenarios corresponding to sensor bias (of different magnitudes) in the
top product composition measurement, bias in actuator manipulating the intermediate product draw, and step change in unmeasured intermediate reﬂux duty disturbance variable. The results
for all the fault scenarios shown in Tables 2 and 3 clearly demonstrate that the FDI method correctly identiﬁes the fault, commits
few false alarms, and estimates the magnitude of the fault accurately. In particular, the fault due to step change in the disturbance
variable is isolated perfectly, which is an endorsement of the method we have developed for modeling and isolating this fault as an
unknown input. The results also clearly show that the FTCS gives

ð61Þ

ð62Þ

For simulating the’true’ process, the discrete equivalent of the
continuous transfer function of the chosen subsystem is developed
with a sampling time T equal to 2 minutes. A minimal order discrete linear state space representation gives a 51 state model.
The unmeasured disturbances gðkÞ are simulated by the following
stochastic process

Table 1
Parameter values for DMC
Parameter

Value

Prediction horizon (p)
Control horizon (q)
Error weighting matrix We
Input weighting matrix Wu

40
10
diag½ 1 1 0 
diag½ 1:5 0:15

1:5 

xw ðk þ 1Þ ¼ 0:95Ixw ðkÞ þ wðkÞ

ð63Þ

Table 2
FDI performance for different faults

gðkÞ ¼ 0:95Ixw ðkÞ þ wðkÞ

ð64Þ

Fault type

Fault magnitude

^ ^Þ
bðr
b

PST

FAI

Bias
Bias
Bias
Bias

0.029 (=r)
0.087 (=3r)
0.026 (=r)
0.0075

0.0267 (0.002)
0.0788 (0.006)
0.0263 (0.002)

92
99
86
100

0.011
0.014
0.023
0.003

where wðkÞ 2 Rd is a zero mean normally distributed white noise
process with rw1 ¼ rw2 ¼ 0:0075. In addition, zero mean normally
distributed measurement noise with standard deviation equal to

in
in
in
in

y1
y1
u2
d1
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Table 3
FTCS performance for different faults

Table 5
FTCS performance for sequential fault

Fault type

Fault magnitude

PIy1 ðrPIy1 Þ

PIy2 ðrPIy2 Þ

PIy3 ðrPIy3 Þ

Fault type (time of fault)

Bias
Bias
Bias
Bias

0.029 (=r)
0.087 (=3r)
0.026 (=r)
0.0075

0.388 (0.187)
0.113 (0.091)
1.0002 (0.002)
1.00 (0.0)

1.0006 (0.005)
1.003 (0.011)
1.004 (0.026)
1.00 (0.0)

0.9705 (0.0306)
0.829 (0.069)
1.002 (0.009)
1.00 (0.0)

d1 step
ðk ¼ 1Þ
Bias in y1
ðk ¼ 500Þ

0.0075

d1 step
ðk ¼ 1Þ
Bias in y1
ðk ¼ 500Þ

0.0075

d1 step
ðk ¼ 1Þ
Bias in y1
ðk ¼ 500Þ

0.0225

d1 step
ðk ¼ 1Þ
Bias in u2
ðk ¼ 500Þ

0.0075

in
in
in
in

y1
y1
u2
d1

better control performance than conventional DMC, as indicated by
the lower PI values for the biased variable, without any deterioration in control of unbiased variable. With increase in magnitude of
the fault, the FTCS performance is even better. It should be noted,
that the DMC is itself capable of rejecting actuator biases and step
changes in disturbances. Thus, in these cases, the FTCS gives almost
identical performance as DMC. However, the ability of the FDI
method to distinguish such faults from sensor biases is important
since it is useful for updating the FDI model so that any subsequent
fault that occurs can be identiﬁed and corrected.
As an example, Tables 4 and 5 show the FDI and corresponding
FTCS performance for multiple faults that occur sequentially in
time. A step change in the disturbance variable d1 is introduced
at the ﬁrst sampling instant followed by a second fault at 500th
sampling instant. Let us ﬁrst consider the simulation results for a
bias in the ﬁrst sensor of magnitude ry1 when introduced subsequent to the disturbance fault. The FDI method is able to detect
the sensor bias and also give a good estimate of its magnitude.
However, the FDI performance has deteriorated when compared
to the single fault case. The ability of the FDI method to identify
the sensor bias, albeit only in 27% of the trials, is due to the fact
that the identiﬁed model has been updated after disturbance fault
is correctly detected and identiﬁed. Similar to the single fault case,
the FTCS performance is better than the conventional control
scheme for the biased measurements, although, because the disturbance fault has not been effectively nulliﬁed, the FTCS performance is worse than the corresponding single fault case.
However, the FDI and FTCS control performance improves with increase in magnitude of the second fault as can be seen from the results obtained when a bias in the ﬁrst sensor of 3ry1 is introduced
subsequent to the disturbance fault. The increase in the magnitude
of the disturbance step change gives almost identical FDI and FTCS
performance as indicated by the third case in the table. The fourth
case results show the FDI and FTCS control performance obtained
when the disturbance fault and a bias in the second actuator are
introduced sequentially. The FDI is able to identify the actuator

Fault magnitude

0.029

0.087

0.087

PIy1 ðrPIy1 Þ

PIy2 ðrPIy2 Þ

PIy3 ðrPIy3 Þ

0.8940
(0.1809)

1.0022
(0.0236)

0.9789
(0.0415)

0.7006
(0.3636)

1.0003
(0.0044)

0.924
(0.094)

0.7187
(0.3206)

1.0003
(0.0029)

0.9552
(0.0523)

1.0001
(0.0014)

0.9999
(0.0004)

0.924
(0.094)

0.026

fault correctly in 56% of the trials with a good estimate of its
magnitude.
The sequential fault case results clearly demonstrate the effectiveness of the proposed FDI algorithm to isolate changes in the
unmeasured disturbances as an unknown input fault and so also
the ability to distinguish it from the sensor and actuator faults. Furthermore, the corresponding fault compensation made to the FDI
model enables identiﬁcation of a second fault that is introduced
subsequently.
To demonstrate the ability of the proposed disturbance modelling approach to deal with non-stationary disturbances typically
encountered in industrial systems, we have simulated a scenario
when unmeasured disturbances gðkÞ behave as a colored noise
with changing mean as shown in Fig. 3. In the simulation run,
unmeasured disturbance type was isolated 12 times and there
was no false alarm reported. The corresponding cumulative varia~
tion of unmeasured disturbance input, dðkÞ,
as shown in Fig. 4.
4.3. Behavior in presence of model plant mismatch
The use of cumulative bias estimates facilitates isolation of time
varying unmeasured disturbances arising from model-plant parameter mismatch. To illustrate this point further, we have simulated
multiple scenarios where the plant and model are different.
The uncertainties in process gain parameters, as deﬁned in SCP,
are given in Table 6 where 1 6 ei 6 1; ði ¼ 1; 2; . . . 5Þ. Since it is
impossible to come up with all possible combinations of uncertainty parameters, the SCP comes with some prototype cases

Fault magnitude

d1 step
ðk ¼ 1Þ
Bias in y1
ðk ¼ 500Þ

0.0075

d1 step
ðk ¼ 1Þ
Bias in y1
ðk ¼ 500Þ

0.0075

d1 step
ðk ¼ 1Þ
Bias in y1
ðk ¼ 500Þ

0.0225

d1 step
ðk ¼ 1Þ
Bias in u2
ðk ¼ 500Þ

0.0075

0.029

0.087

0.087

0.026

^ ^Þ
bðr
b

PST

FAI

–

100

0.004

0.0232
(0.0086)
–
0.065
(0.0139)
–
0.0675
(0.01109)
–
0.0264
(0.003)

27
100

0.0105

0.2
0
-0.2
-0.4
0

200

400

600

800

1000

0

200

400
600
Time(min)

800

1000

41

0.4
100

0.015

44
100
56

0.0035

Int. Reflux

Fault type (time of fault)

Upper Reflux

Table 4
FDI performance for sequential fault

0.2
0
-0.2
-0.4

Fig. 3. Shell control problem: variation of unmeasured disturbances in plant.
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Fig. 4. Shell control problem: variation of cumulative unmeasured disturbance vector in response to non-stationary disturbance in plant.

Table 6
Shell control problem: uncertainties in steady state gains

y1
y2
y3

u1

u3

u3

g1

g2

4.05 + 2.11e1
5.39 + 3.29e1
4.38 + 3.11e1

1.77 + 0.39e2
5.72 + 0.57e2
4.42 + 0.73e2

5.88 + 59e3
6.9 + 0.89e3
7.2 + 1.33e3

1.2 + 0.12e4
1.52 + 0.13e4
1.14 + 0.18e4

1.44 + 0.16e5
1.83 + 0.13e5
1.26 + 0.18e5

which are supposed to represent most relevant uncertainty/disturbance combinations [21]






Nominal Plant: e1 ¼ e2 ¼ e3 ¼ e4 ¼ e5 ¼ 0
Case 1: e1 ¼ e2 ¼ e3 ¼ 1; e4 ¼ e5 ¼ 1
Case 2: e1 ¼ e2 ¼ e3 ¼ e4 ¼ 1; e5 ¼ 1
Case 3: e1 ¼ e2 ¼ e3 ¼ e4 ¼ e5 ¼ 1
Case 4: e1 ¼ e2 ¼ e3 ¼ 0; e4 ¼ e5 ¼ 1

d1(k)

0.01
0

-0.01

5. Experimental studies
0

d2(k)

5

x10

-5
0

d3(k)

200
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-3

0

5

x10

The present section describes experimental studies carried out
on a laboratory scale stirred tank temperature control set-up to
evaluate the efﬁcacy of the FDI algorithm developed with identiﬁed models.

-3

Table 7
Shell control problem: diagnostic and FTCS performance in presence of plant-model
mismatch

0
-5

In a simulation run, the model-plant mismatch (MPM) is introduced at k = 0. Introduction of such MPM gives rise to time varying
unmeasured disturbance, which is captured as a slowly changing
unmeasured disturbance vector by the proposed cumulative
unmeasured disturbance model. Fig. 5 shows typical variation of
cumulative disturbance vector in a simulation trial for Case 1. As
the disturbance is time varying, there are multiple isolations of this
fault almost after each conﬁrmation time window. It is evident
from this ﬁgure that the proposed unmeasured disturbance model
is able to capture time varying unmeasured disturbances arising
from MPM. Table 7 presents statistics of the diagnostics performance and the closed loop performance of FTCS for different cases
of MPM. The unmeasured disturbance fault is treated as true fault
in this case. Since bias vector is time varying and different within
each trial, the statistics of bias vector estimates is not presented
in Table 7. As evident from this table, the presence of signiﬁcant
MPM leads to increase in the number of false alarms. In fact, since
vector fðkÞ deﬁned by Eq. (56) is function of manipulated inputs
uðkÞ, the GLR method isolates it as input bias in some cases. The active compensation carried out by the proposed FTCS when such
false alarms occur leads to slight degradation in the controller performance, which is reﬂected in the performance indices.

Plant

0

200

400
600
Time (min)

800

1000

~
Fig. 5. Shell control problem: variation of cumulative disturbance vector dðkÞ
as
function of time in response to MPM (Case 1).

Case
Case
Case
Case

1
2
3
4

PST

FAI

ðPIÞ1 ðSDÞ

ðPIÞ2 ðSDÞ

ðPIÞ3 ðSDÞ

100
100
100
100

0.1420
0.0865
0.1410
0.0850

1.0816 (0.1567)
1.0100 (0.0466)
1.0297(0.1027)
1.0406 (0.1218)

1.1159 (0.2309)
1.1086(0.2087)
1.1094(0.2357)
1.1191(0.2783)

1.0169(0.0377)
1.0207(0.0455)
1.0111(0.0395)
1.0137 (0.0327)
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5.1. Set-up description
The experimental set-up, a sketch of which is shown in Fig. 6,
consists of two tanks in series in which the volume of the liquid
is maintained constant at 2.5 liters by means of a constant overﬂow weir. The outﬂow from the ﬁrst tank is the inﬂow to the second tank. A 3 kVA heating coil is immersed in the ﬁrst tank and the
current input to the heating element is controlled through a thyristor power controller (TPC). Water is continuously pumped into the
two tanks using metering pumps. The temperatures in both the
tanks are measured with RTD based temperature transmitters.
The pumps, sensors and the thyristor power controller are interfaced with a personal computer through a data acquisition system
for on-line implementation directly using MATLAB (SIMULINK) serial communication interface.
The two tank temperatures are measured and controlled (y1 and
y2 ) by manipulating the current supplied to the heating element in
the ﬁrst tank ðu1 Þ, and the input cold water ﬂow rate to the second
tank ðu2 Þ. The ﬂow rate in the ﬁrst tank is considered as an unmeasured disturbance input (d). The normal steady state operating
data are as given in Table 8, where the equivalent voltage and current outputs for these variables is reported (Y, U, D denote the
absolute values and the corresponding small letters signify deviation from the normal steady state values). We use the equivalent
voltage/current (V/mA) values of the physical variables in the model development exercise and while reporting results.
5.2. Model identiﬁcation
For system identiﬁcation, we perturb all the manipulated and
disturbance inputs simultaneously and collect data at a sampling
interval of 5 s. A low frequency ðx ¼ 0:01p=TÞ random binary signal with amplitude for the current input perturbation equal to
10% change of the steady state value and for the inﬂow in the second tank equal to 20% change of the steady state value is used.
These input perturbations are generated using the idinput function

Cold Water

Cold Water (D)

Cold Water Flow (U1)

Metering
Metering
Pump
Pump

xw ðk þ 1Þ ¼ 0:95xw ðkÞ þ wðkÞ
gðkÞ ¼ 0:95xw ðkÞ þ wðkÞ

ð65Þ
ð66Þ

where gðkÞ is the input feed ﬂow rate in l/h and w 2 R1 is a zero
mean normally distributed white noise process with rw ¼ 0:19 l=h.
Thus, from the input–output data so obtained, a stochastic
model of the innovations form is developed using generalized
orthonormal basis ﬁlters (GOBF) [17]. The identiﬁed transfer function matrix for capturing system dynamics is of the form
#

 "
 

½0
g p11 ðzÞ
u1 ðzÞ
v1 ðzÞ
y1 ðzÞ
¼
þ
ð67Þ
g p21 ðzÞ g p22 ðzÞ u2 ðzÞ
y2 ðzÞ
v2 ðzÞ
#

 "

g d11 ðzÞ g d12 ðzÞ e1 ðzÞ
v1 ðzÞ
¼
ð68Þ
g d21 ðzÞ g d22 ðzÞ e2 ðzÞ
v2 ðzÞ
where the GOBF poles fak g for the individual transfer matrices are
given in Tables 9 and 10. A minimal state space realization of the
resulting identiﬁed model consists of 13 state variables. The identiﬁed model so obtained is used for FDI and controller implementation
The controller used in this work is a DMC for which the tuning parameters are given in Table 11. Upper and lower bound
y1 ¼ ½3:52; 1:48
and
constraints
of
u1 ¼ 8; u2 ¼ 8;
y2 ¼ ½2:41; 2:59 are imposed on the manipulated inputs and predicted outputs, respectively. Upper and lower bound constraints of
±1 are imposed on the rate of change of manipulated inputs.
The FDI method developed with identiﬁed models is incorporated in the FTCS framework. The window length N for fault conﬁrmation and identiﬁcation is taken as 75 sampling instants. The
level of signiﬁcance chosen is 0.05 and 0.01 for fault detection
and fault conﬁrmation test, respectively. In this process, ﬁve different faults are hypothesized namely, bias in the two measured (controlled) outputs, bias in the two manipulated inputs and a step
change in one disturbance input. In each experiment, the process
is ﬁrst allowed to attain the normal steady state temperatures of
52.5 °C and 46.5 °C (as reported in Table 8) before a fault is
introduced.

Metering
Pump
Table 9
GOBF poles fak g for the deterministic component

F

Tank 1

2

Heater
Heater

TT
1T1

in the System Identiﬁcation Toolbox of MATLAB. State noise is
introduced through random perturbations in the inlet ﬂow to the
ﬁrst tank (which is treated as an unmeasured disturbance variable)
according to the following model

Temperature
Temperature
Transmitter
Transmitter

Tank 2
Thyrister
Power
Controller (U2)

TT
T2
2

Temperature
Temperature
Transmitter

Fig. 6. Experimental set-up: schematic diagram.

Table 8
Experimental set-up: normal operating values
Variable

Value

First tank temperature ðY1 Þ
Second tank temperature ðY2 Þ
Current input ðU1 Þ
Flow rate in second tank ðU2 Þ
Flow rate in ﬁrst tank ðDÞ

3.52 V (52.5 °C)
2.41 V (46.5 °C)
11 mA
10.4 mA (38.01 l/h)
12 mA (13.02 l/h)

y1
y2

u1

u2

(0.0043)
(0.0049, 0.0049)

½0
(0.0071)

Table 10
GOBF poles fak g for the stochastic component

v1
v2

e1

e2

(22.34)
(0.0671, 0.0671)

(3.58)
(0.0313)

Table 11
Parameter values for DMC
Parameter

Value

Prediction horizon (p)
Control horizon (q)
Error weighting matrix ðWe Þ
Delta input weighting matrix ðWDu Þ

20
2
diag½ 10 10 
diag½ 1 1 
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Table 12
FDI and BFTCS control performance measures for different faults

0.40

Fault magnitude (b)

^
b

ðPIÞ1

ðPIÞ2

Bias in y1
Bias in y1
Bias in u1
Step in w

0.07
0.21
1.68
20%

0.068
0.208
1.586


0.30
0.13
1.19
1.14

1.18
0.90
0.97
0.78

Setpoint
Conventional

y1(V)

Fault type

BFTCS
0.00

-0.40

5.3. Single fault case
Table 12 gives the FDI and FTCS control performance results obtained for three different fault scenarios namely, bias in the ﬁrst
sensor corresponding to temperature measurement in the ﬁrst
tank (of two different magnitudes), an actuator bias in the current
input to the heating element and a step change in the disturbance
input corresponding to the feed ﬂow rate in the ﬁrst tank. The FDI
performance obtained for all these cases show a close match between the estimated value and the true magnitude of fault.
An important note concerning the FTCS control performance
measures reported in terms of PI value is that even though identical disturbance realization are used while running FTCS and conventional control scheme, the measurement noise cannot be
identical in the two runs. Due to this, a variation of about 20% in
the PI values is observed by repeating an experiment three times.
This variation of 20% in the PI values implies that if the PI value
for any experiment lies between 0.8 and 1.2, it is reasonable to
conclude that both the conventional and FTCS are performing
equally well.
Fig. 7 shows the output responses when a bias of magnitude
3rð¼ 0:21Þ is introduced in the ﬁrst sensor at the 10th sampling instant. As can be seen from the ﬁgure, the conventional control
scheme produces an offset between the true value of the biased
variable y1 and the setpoint whereas the fault tolerant scheme removes the resulting offset once the fault is correctly identiﬁed and
compensated henceforth. The superior performance of the FTCS
over the conventional DMC is indicated by the lower PI value of
the biased variable, without causing any performance degradation
of the unbiased variable. An interesting observation is the comparison of the output response of the unbiased variable y2 with FTCS
and conventional control scheme. Due to the interaction between
the controlled variables, y2 response is over-damped with FTCS
when compared to the under-damped response with conventional
control scheme.
Further, FDI is able to correctly isolate actuator bias (corresponding to fault magnitude of 7r) in the current supplied to the
heating element and a step change of 20% in the disturbance input
(Table 12). For these fault types, the performance obtained with
the two schemes are almost comparable since the conventional
controller itself is capable of rejecting such faults. But the step
change in unmeasured disturbance is being correctly detected

0

200

400

Sampling instant
0.10

Setpoint
Conventional
BFTCS

y2(V)

For each fault type considered, an experimental run was carried
out for 500 sampling instants. It should be noted, however, that
sensor/actuator faults were not introduced by altering the instrument characteristics. Instead, a fault is introduced in the control
computer by adding the fault magnitude to the appropriate variable before being sent to the FTCS for processing. The magnitude
of the sensor and actuator bias introduced was in proportion to
the standard deviation of the output or input, as the case may be
under normal operation. The standard deviation in the two measured outputs under normal operation were found to be 0.07 and
0.1, respectively, while the standard deviation in the manipulated
inputs were found to be 0.24, and 0.43, respectively. The experimental runs have been carried out for the single as well as the
sequential fault case.

0.00

-0.10
0

200

400

Sampling instant
Fig. 7. Experimental evaluation: comparison of output responses for a bias in
sensor 1.

and isolated as an unknown input fault which is the central issue
to be addressed while developing the FDI methodology with identiﬁed models. The ability of the FDI method to distinguish such
faults from sensor biases is important since it is useful for updating
the FDI model so that any subsequent fault that occurs can be
identiﬁed.
5.4. Sequential fault case
We present next the FDI and FTCS performance obtained for a
sequential fault case in Table 13 and Fig. 8. A 20% change in the
normal value of the disturbance variable d is introduced at the
10th sampling instant and thereafter a bias (of magnitude 0.21
i.e. 3r) in the ﬁrst sensor is introduced at the 110th sampling instant as shown in Fig. 8. The disturbance fault is detected at the
20th sampling instant and is correctly classiﬁed as an unknown input fault. Subsequently, at the 111th sampling instant the second
fault is detected and correctly identiﬁed as a bias in the ﬁrst tank
temperature measurement. The sensor bias fault estimate
(0.2209) is also close to the true fault magnitude (0.21). It should
be noted, that unless the ﬁrst fault (due to change in input ﬂow)
is correctly diagnosed and the identiﬁed model used in FDI is updated, the sensor bias fault will not be detected or estimated accurately. The experimental results clearly indicate that our proposed
fault model for unknown input enables the FDI method to correctly
isolate the fault due to change in input ﬂow. PI values corresponding to the two controlled outputs are 0.24 and 1.19, respectively.
For the biased sensor, as expected the FTCS performs better than
the conventional control scheme which can also be seen in Fig. 8
where response for y1 shows an offset with the conventional

Table 13
FDI and BFTCS control performance for sequential fault case
Fault type

b

^
b

ðPIÞ1

ðPIÞ2

Step in w
Bias in y1

20%
0.21

–
0.2209

0.239

1.199
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0.40

Appendix A. Proof of Theorem 1

Setpoint
Conventional

y1(V)

BFTCS

Theorem 1. Let f approx ¼ Cd d, where Cd is a n  r matrix of full
column rank, d 2 Rr and vector ed denotes the approximation error
such that

0.00

wf f ¼ Yx ¼ wf f approx þ ed
-0.40
0

200

400

Sampling instant
0.10

BFTCS

y2(V)

ð70Þ

R ¼ r1 eð1Þ r2 eð2Þ . . . rn eðnÞ
V ¼ vð1Þ vð2Þ . . . vðnÞ

Conventional

0.00

-0.10
200

Also, let the singular value decomposition of matrix wf be deﬁned as
follows:
wf ¼ URVT

Setpoint

0

ð69Þ

400

Sampling instant

where U and V are square unitary matrices of dimension 2nr  2nr and
n  n, respectively, vector eðiÞ 2 R2rn represents unit vector such that ith
element of the vector is unity and rest all elements are zero, vector
vðiÞ 2 Rn represents ith column of matrix V and fri : i ¼ 1; 2; . . . ; ng
represent the singular values of wf such that r1 P r2 P    : P rn .
Then, the choice matrix Cd that yields the smallest upper bound on
the relative approximation error, ked k2 =kfk2 , for an arbitrary vector f
corresponds to

Fig. 8. Experimental evaluation: comparison of output responses for a sequential
fault case.

Cd ¼ vð1Þ

control scheme. For the unbiased variable y2 , the conventional controller response is sluggish when compared to FTCS after the second fault is introduced. This is due to interaction between the
controlled variables.

Proof. From Eq. (69), we know that the observed vector Yx belongs
to the column space of wf for any value of f. For any value of Yx , the
estimated error ed is given by

...

vðrÞ

ð71Þ

ed ¼ ½I2rn  wf Cd ðCTd wTf wf Cd Þ1 CTd wTf Yx
6. Conclusion
In this work, we propose a novel approach for modeling
abrupt changes in unmeasured disturbances when innovation
form of state space model (i.e. black box observer) is used for
fault diagnosis. A disturbance coupling matrix is developed using
singular value decomposition of the extended observability matrix. This modeling approach does not require any a priori knowledge of how these faults affect the system dynamics. The
proposed disturbance model is then used to formulate a robust
fault diagnosis scheme based on generalized likelihood ratio test.
To isolate sensor and actuator biases from step jumps in unmeasured disturbances, a statistically rigorous method is developed
for distinguishing between faults modeled using different number of parameters. Simulation studies on a heavy oil fractionator
example show that the proposed FDI methodology based on
identiﬁed models can be used to effectively distinguish between
sensor biases, actuator biases and other soft faults caused by
changes in unmeasured disturbance variables. The fault tolerant
control scheme, which makes use of the proposed robust FDI
methodology, gives signiﬁcantly better control performance than
conventional controllers when soft faults occur. The experimental
evaluation of the proposed FDI methodology on a laboratory
scale stirred tank temperature control set-up corroborates further
these conclusions.

¼ ½wf  wf Cd ðCTd wTf wf Cd Þ1 CTd wTf wf f

ð72Þ

where I2rn represents identity matrix of dimension 2rn. We wish to
choose Cd such that ked k2 is minimum for any value of f. Using Eq.
(70), matrix wf can be partitioned as follows:
wf ¼ U½Rr VTr þ Rnr VTnr 

ð73Þ

where
Rr ¼ ½ r1 eð1Þ
Vr ¼ ½ v

ð1Þ

...
...

rr eðrÞ ; Rnr ¼ ½ rrþ1 eðrþ1Þ . . .
v ; Vnr ¼ ½ vðrþ1Þ . . . vðnÞ 
ðrÞ

rn eðnÞ 

ð74Þ
ð75Þ

If we chose Cd ¼ Vr , then, it follows that
wf Cd ¼ U½Rr VTr þ Rnr VTnr Vr ¼ URr

ð76Þ

Substituting for wf Cd in Eq. (72), we have
ed ¼ U½I2rn  Rr ðRTr Rr Þ1 RTr Rnr VTnr f

ð77Þ

Now, from the deﬁnition of matrix Rr given by Eq. (74), it follows
that
"
#
½0rð2rnrÞ
½0rr
1 T
T
ð78Þ
½I2rn  Rr ðRr Rr Þ Rr  ¼
½0ð2rnrÞr Ið2rnrÞð2rnrÞ
Eq. (78) implies that
½I2rn  Rr ðRTr Rr Þ1 RTr Rnr ¼ Rnr

ð79Þ

and
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ed ¼ URnr VTnr f

ð80Þ
T

T

Now, using identities VV ¼ In and UU ¼ I2rn , Eq. (80) can be expressed as follows:
UT ed ¼ Rnr VTnr V½VT f

ð81Þ
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^ðkÞ
E½cðkÞ ¼ CE½dx

Furthermore,
T

and

kU ed k2 ¼ ked k2

T

kV fk2 ¼ kfk2

ð82Þ

and
VTnr V ¼ ½0ðnrÞr

Also, from the deﬁnition of Rnr given by Eq. (74), it follows that
h
i
ð83Þ
Rnr VTnr V ¼ ½0ð2nrrÞr rrþ1 eðrþ1Þ . . . rn eðnÞ
¼ ½0ð2nrrÞr

Rnr

ð84Þ

and
ked k2 ¼ kUT ed k2 ¼ k½Rnr VTnr VðVT fÞk2
¼ k½ ½0ð2nrrÞr

T

Rnr ðV fÞk2

) ked k2 6 rrþ1 kðVT fÞk2

ð85Þ
ð86Þ
ð87Þ

ked k2
6 rrþ1
)
kfk2
In particular, if f is aligned along the vector vðrþ1Þ , then the upper
bound on relative approximation error is attained (i.e., the above
inequality becomes an equality). Thus, by choosing Cd , as given by
Eq. (71), the largest relative approximation error is limited to rrþ1 .
Appendix B. Derivation of signature matrices for unknown
inputs
After occurrence of a step jump in the unknown inputs at instant t, let us assume that the process states evolve according the
following equation over time window k 2 ½t; t þ N
xðk þ 1Þ ¼ UxðkÞ þ Cu uðkÞ þ Cd d þ wðkÞ

ð88Þ

yðkÞ ¼ CxðkÞ þ eðkÞ

ð89Þ

The state estimator based on normal behavior model evolves as described by Eqs. (22) and (23). Let us deﬁne signature matrices
^ ðkÞÞ ¼ Jd ðk; tÞd
Eðdx

ð90Þ

^ðkÞ ¼ x
^ðkjk  1Þ  xðkÞ
dx

ð91Þ

and
E½cðkÞ ¼ Gd ðk; tÞd

ð92Þ

for k P t. From Eqs. (88) and (89) and Eqs. (22) and (23), it follows
that
^ðkÞ ¼ UE½dx
^ðk  1Þ  Cd d þ KE½cðk  1Þ
E½dx

ð93Þ

Eq. (93) together with deﬁnitions Eqs. (90) and (92) imply
Jd ðk; tÞ ¼ UJd ðk  1; tÞ  Cd þ KGd ðk  1; tÞ
Also, we have

and this, together with Eq. (94) and deﬁnitions Eqs. (90)–(92)
implies
Jd ðk; tÞ ¼ UJ d ðk  1; tÞ  Cd þ KGd ðk  1; tÞ

Inr

ð94Þ

ð95Þ

ð96Þ
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