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Abstract—In a distributed storage system, codes for efficient
repair of failed nodes has attracted significant recent research
attention. Ideas from network coding and interference alignment
have been used successfully to show bounds and construct coding
schemes for efficient repair. In this article, we use ideas from
classical algebraic codes to interpret the requirements of efficient
repair as existence of certain specific types of codewords in the
dual code. Since the construction is quasicyclic and works over
small fields, it appears to be a promising method for reducing
the computational complexity of efficient repair codes.

I. INTRODUCTION AND NOTATION

We consider a distributed storage system, where a K -bit
message is encoded into a N-bit codeword and stored in
n = N/b nodes with each node storing b bits. The code is
constructed such that a data collector, interested in accessing
the message, will be able to recover the message by connecting
to any k = K/b out of the n nodes, downloading kb = K
bits and running a decoding algorithm. Therefore, from a data
collector’s point of view, maximum distance separable (MDS)
codes provide a natural construction for distributed storage.
Frequently, a node in the distributed storage system will fail
requiring replacement by another node. The process of repli-
cating the information of a failed node in a new node is called
exact repair. Seminal study of efficient repair in distributed
storage systems was reported in [1]. Several code constructions
for different types of repair and limits have been later reported,
and these results have been summarized in [2]. As a result of
these studies, it has become apparent that standard MDS codes
are not sufficient by themselves for efficient and exact repair.
In this article, we report constructions of quasicyclic MDS
codes that allow for efficient exact repair. We will use the
following notation to describe our construction.

We will let b = am (for some positive integers « and
m), and view the bits stored in each node as a length-a
vector over GF(2™). The vector stored in node 7 is denoted
G = [ciq1 G2 ¢ial, 1 < 4 < n with coordinates
¢i; € GF(2™). A codeword distributed over n nodes is
denoted ¢ = [¢; & --- ). The set of all such codewords is
denoted as the code C. We see that the code C' is over the
alphabet A = GF(2™)%, which denotes the set of all a-tuples
over GF(2™). So, |A| = 2%™, and the blocklength of C is n
over A. The message length of C over A is k = K/b.

In the “distributed storage with efficient repair” problem ,
the following properties of C' are important considerations:

1) Data collection: The K-bit message can be recovered
from [¢; : i € S] for any subset S C {1,2,---,n} with
|S| = k.

2) Efficient, exact repair for node n: In case node n fails,
the bits ¢, in node n can be computed exactly with
Bi < « symbols over GF(2™) sent from node ¢ for
1 <7 < n — 1. The number of symbols sent for repair
Z?:_ll ; should be strictly lesser than ka = K, the
number required for data collection.

For the data collection property to be satisfied, it is clear
that the code C' will have to be MDS over the alphabet .4 with
a minimum distance (over A) of n — k + 1.

The code C is said to be quasicyclic, if [¢; & -+ &,] € C
implies [¢z &3 -+ ¢, &) € C. If C is quasicyclic, ensuring
efficient exact repair for node n guarantees that the same repair
property is applicable for all nodes.

Another useful view of a codeword of C' is the following.

A codeword ¢ = [¢] o Cp] can be thought of as a
concatenation of «v length-n vectors ¢; = [c1,; ¢2,; - -+ ¢p ] for
i=1,2,---,a We will use the notation ¢ = [cq|cz|- - |cq]

to denote this concatenation. Note that each vector c; is stored
over n nodes with one symbol ¢; ; stored in node i.

Since we consider cyclic codes over the field GF(2™), we
will assume that n is odd. This ensures that there exists a
positive integer s such that n divides 2°" — 1. Extensions for
general n are possible using standard methods.

In the terminology of [2] [3], we have let d = n — 1 be the
number of nodes that will participate in the regeneration. The
code C is said to be MSR (minimum storage regenerating)
with no symbol extension if 3; = 1 (for all 7) and o = n — k.
The efficiency of regeneration using a non-MSR code C' can be
measured by comparison with a MSR code. Since a MSR code
needs n—1 symbols for repair, the difference 2?2_11 Bi—(n—1)
is a measure of efficiency in repair.

In prior work, product matrix and interference alignment
ideas were used in [3] [4] for constructing codes and de-
veloping bounds on parameters for which exact repair is
possible. In [5] and [6], algebraic ideas have been used in code
construction. While [5] presents codes of rate 1/2, projective
geometry ideas are used in [6]. In contrast, we use ideas
from standard cyclic coding theory in our construction and
the method can be used for rates greater than 1/2 as well.



II. CONSTRUCTION FOR o = 2
For o« = 2, the code C is defined as follows:

¢ = (faleal: ||+ [ [F =0

where Hy1, Hio and Hay are (n— k) x n matrices with entries
from GF(2™), and O represents a (n — k) x n all-zero matrix.
We will choose the matrices H;; (¢ = 1,2) to be parity-check
matrices of (n, k) cyclic codes (denoted Cj;) over GF(2™).
The first row of Hy;, denoted [hi; 0 hiz1 -+ Piin—1], specified
in polynomial notation as h;;(x) = Zlnz_ol hii@t, is the check
polynomial of C;. The second row of H;; is a cyclic right
shift of the first row, and so on for other rows. As per standard
cyclic codes theory [7], h;;(x) is a degree-k polynomial that
divides 2™ + 1.

The first row of Hys, denoted [h120 hi21 -+ Ri2.n-1),
is written as hia(z) = Z?;OI hia2! in polynomial notation.
The second row of H;, will be a cyclic right shift of the first
row, and so on, as before. However, unlike the h;;(x), we will
not impose any degree or divisor constraint on hio(z), as of
now.

A. Dimension of C

The definition in (1) implies that for a codeword c, we need
(a) Hllcf = 0 and (b) H12C1 = H22C2. There are (2m)k
vectors cp that satisfy (a). For each such choice, there are
(2™)* vectors cy that satisfy (b). Hence, the total number of
codewords in C'is (2™)?k = (22™)*, and the dimension of C
over A = GF(2™)? is k.

We proceed to determine conditions on h;;(z) that make
the overall code C' MDS over A and quasicyclic.

B. MDS condition

Let the minimum distance of C; be d; for ¢ = 1, 2.

For a nonzero ¢ € C, either (a) c; # 0, which implies
wt(cy) > dy, since Hyje!l = 0 according to the definition of
(1); or (b) if ¢; = 0, then ¢y # 0 and Hayc = 0 according
to the definition of (1). Hence, wt(cz) > ds.

Therefore, for a nonzero codeword ¢ € C, wt(c) >
min(dy,ds) over the alphabet A. Now, for C' to be MDS,
we need min(dy,ds) =n—k+1withdy <n—%k+1 and
do < n—k+1. This condition is satisfied if d; = dy = n—k+1
i.e. Cy; are MDS over GF(2™).

C. Quasicyclic condition

For the code C' as defined in (1) to be quasicyclic, we need

hlz(l’)hQQ(I) =0 mod hn(z), (2)

where hoo(z) = (2™ + 1)/haz(x). The proof is given in the
appendix.

D. Efficient and Exact Repair

We use the dual of C to determine an(_i dgscribe _conditions
for efficient exact repair. A vector b = [by by --- by], where
b; = [bi,1 bi2] and b; ; € GF(2™), is said to be in the dual of

C as defined in (1), if
(D11 bay - bpale] + [biabag---byaled =0 3)

for all ¢ € C. In concatenation notation, we will denote a
dual vector as b = [by|bs], where b; = [b1; ba; - - - by | for
i=1,2.

From (1), we see that [uH11 + vH12|vHas] is a dual vector
for C for all length-(n — k) vectors u and v over GF(2™).
Let us denote the set of such dual vectors as

C*t = {[uHyy + vHis|vHs) : u,v € GF2™)" 72} (4)

Suppose node n fails, and a new node can access the nodes
1 ton—1. Inthat case, ¢;j for 1 <i<n-—1and j =1,2
are available for download to the new node, while ¢, ; and
cn,2 are unknowns. Note that a dual vector b provides one
equation, such as (3), involving the two unknowns. So, given
two dual vectors, say [a;|as] and [by|bs] in C*, the new node
can attempt to solve for the two unknowns and replicate the
information in the failed node n. The equation to be solved
can be written as follows:

aj|ap T_ |&a1| T a| T _
|:b1|b2] [C1|C2} - |:b1:| 1 + |:b2:| Cy; = 0;

which can be rewritten as
M, {01,1} gy {02,1} M, |:Cn1,1:| — M, |:C'n,,1:| 7
C1,2 C2,2 Cn—1,2 Cn,2
Q)]
where
a;2

i 6
e ©
fort=1,2,--- ,n.

For (5) to be solvable for the two unknowns ¢, ; and ¢, 2,
we need that rank(M,,) = 2. Also, we see that the number
of symbols to be downloaded from node i is given as [3; =
rank(M;) fori=1,2,--- ,n— 1. For the code C to be MSR,
we require that §; = 1 and « = n — k = 2. So, for C to be

MSR, we require n — k = 2 and [a;|as], [b1|bs] in C* such
that

7 0,

0,1<i<n-—1.

an,1 bn,2 + an,2bn,l

a;1bio+aiabin =

In vector notation the above MSR condition can be written
as

a;*by+asxb; =1[0---04], @)

where * denotes the element-wise product of two vectors (x *
Yy = [T191 T2y2 - - Tnyn)) and § € GF(2™) is nonzero.



III. FOURIER DOMAIN CONSTRUCTION FOR o@ = 2

Since n divides 2°™ — 1, there exists a primitive n-th root of
unity in GF(25™), which we denote . Also, GF(2™) is a sub-
field of GF(25™). For a length-n vector a = [ag a1 - - @y —1]
(in polynomial notation, a(x) = ag + a1x + agw? + -+ +
an_17""1) with a; €GF(2™), the finite Fourier transform
or the Mattson-Solomon (MS) polynomial [7] is defined as
A(z) = Z;:Ol A_j27, where A; = a(y7) = Y7 aiy¥ for
7 = 0,£1,£2,---. We will use the following notation: for
a vector a, the polynomial notation is a(z) and the Fourier
transform is written A(z). See [7] for properties of the Fourier
transform. Two crucial properties are listed below for future
reference.

1) The Fourier transform of axb is the circular convolution
A(z)B(z) mod z" + 1.

2) If a(y™7) =0, then A_; = 0 i.e. the coefficient of 27
is zero in the Fourier transform A(z).

We will now interpret the construction of (1) and its
various requirements in the Fourier domain. As noted above,
the Fourier transforms of the polynomials hii(x), hog(x)
and hia(z) will be denoted Hi1(2), Hao(z) and Hia(z),
respectively.

A. Dimension and Distance

Since the dimension of C;; (i = 1,2) is equal to k, h; ()
has exactly k zeros in the set {1,7,+%,--- ,4"~'}. Hence, by
property 2 of Fourier transforms, H;;(z) has exactly n — k
nonzero terms i.e. H;;(z) is of the form

n—k
2) =Y Hi2“. (8)
=1

We will refer to {H;;; : 1 <1l <n—k}and E;; = {e;;;: 1<
I < n—k} as the nonzero coefficients and nonzero powers
of H;;(z), respectively. Note that the powers of + that are
nonzeros of h;;(z) are given as —F;; mod n.

We now consider the minimum distance requirements on
Ci;. From Section II-B, we require Cj; to be MDS over
GF(2™). From the theory of cyclic codes [7], we know that
Cy; is MDS whenever the nonzero powers of H;;(z) are
in an arithmetic progression (AP) (modulo n) with common
difference relatively prime to n.

To summarize, if H;;(z) is of the form of (8) with the
powers {e;;; : 1 <1 < n—k} in an AP modulo n with
common difference relatively prime to n, the dimension and
distance requirements are satisfied.

B. Quasicyclic condition

We will now characterize Fj2, the nonzero powers of
H2(2). Note that F15 is determined by the possible nonzeros
of hlg({L‘).

Suppose hi1(x) and hoe(x) have been fixed. From (2), we
see that all powers of 7 that are nonzeros of hii(x) can
also be nonzeros of hiz(x). Similarly, all nonzeros of haz(z)
can also be nonzeros of his(x). Therefore, the powers of
~ that are possible nonzeros of hiy(z) are —Ej; U —FEa9

mod n. So, the nonzero powers of His(z) form the set
FE1o = E11 U Ey. We will denote the elements of Fq9 as

Eyp = {e121, €122, ,€12,1}, where L = |E1; U Esl.
Thus, Hy2(z) has the form
|E11UE22|
Hip(z) = Y Higz?" )

C. Repair

Using the properties, we take the Fourier transform of (7)
to obtain
(10)

[A1(2)Ba(2) + B1(2)A

Jn =4 Z V'
where [(+)],, stands for mod 27 +1 and § € GF(2™) is nonzero.

Since [a;|az] and [by|bs] are in C+ and obey the structure
[WH11 + vHi2|vHool, there are some constraints between

the coefficients of the polynomials A;(z), A2(z), B1(z) and
Bs(z). Suppose
[ailaz] = [ugHi1+ vaHi2|vaHaa), (1D
[bi|ba] = [upHi1 + vpHiz|vyHaal, (12)

where u,, u,, v, and v, are arbitrary length-(n — k) vectors
over GF(2™). Taking Fourier transforms of the above equa-
tions, we get

n—k—1 n—k—1
Ai(z) = Z g Hyy(v7'2) + Z v Hia(y7'2),
=0 =0
(13)
n—k—1
= > vaHn(v'2), (14)
=0
n—k—1 n—k—1
= > wiHn(V ')+ Y wiHin(v ),
=0 =0
(15)
n—k—1
By(z)= Y wpiHa(y™'2), (16)
=0

where the coordinates of u,, u;, v, and v, have been indexed
from O to n — k — 1 using a natural notation. Since u, and
u, are arbitrary, the first summation terms in (13) and (15)
simply provide the Fourier transform of an arbitrary codeword
of C11. Therefore, they can be replaced by Z?;lk w; 2%t for
arbitrary w;;, 1 = 1,2, [ = 1,2,--- ,n — k. Simplifying the
second summation term of (13) and (15) using (9), we have
the following forms for A;(z) and B (2):

|E12|
Zwllzelll+ Z —e12,1 H12126121’ A7)
\Elzl
Zw2l26221+ va e1z2,1 Hulzemz (18)
—k—1 —k—1
where v,(z) = >, va,lﬂﬁl and vp(z) = 3,55 vp, .



D. Search for codes

The polynomials Aq(z), A2(z), B1(z) and B(z) in the
form given by (17), (14), (18), (16) are substituted in (10)
to obtain the main equation that needs to be satisfied for the
construction of a quasicyclic MDS code with efficient exact
repair. The unknowns to be solved are F11, Eas, {w; ;}, the
coefficients of Hi1(z), H12(z) and Haa(2), and the vectors
vq and vy,

To facilitate computational search, we first fix n, k£ and
m, and then choose at random the AP F;;, the AP Fs,,
the coefficients of Has(z), the vector v, and the vector vy,
With these choices made, the condition (10) provides linear
equations in the remaining unknowns, namely {w; ;} and the
coefficients of Hi2(z). The existence of solutions to this set
of linear equations can be readily checked. If a solution exists,
we are done. Else, the process is repeated with another set of
random choices.

Whenever the above computational search succeeds, we
have a quasicyclic MDS code with efficient exact repair.

E. Choice of n, k and an example

According to bounds reported in [4], MSR codes for exact
repair are not possible if d = n—1 < 2k—3. Since we suppose
that « = n — k, we require k > o+ 2 or n > 2a + 2.

For a = 2, the only interesting odd-n case is n = 5 and
k = 3. We show one construction for n = 5 over GF(4) (i.e.
m = 2). Let & €GF(16) be a primitive element. Then, v = 3
is a primitive 5-th root of unity, and w = x% is a primitive
element of GF(4) i.e. GF(4) = {0, 1,w, w?}.

A computer search yields the following choices for the
polynomials and vectors required in the construction:

Hy(2) = k224 k%3, Hyp(z) = 682 + k224,
Hip(2) = w2+ K722 + k1323 4 k1424,

hir(z) = 14+wzr+ws?+23 hio(z) =142,
hoo(z) = 14w’z +w?z? + 23,

1 ] 1 w2 w? 1 0
0] o0 1

w? W? 1

ajlag]|  [w? w? 1 0
|:b1|b2:| o {O 1 10
We notice that 3; = 1 for 1 < ¢ < 4 and rank(M5) = 2 for
the above reconstruction vectors, and the code is MSR.

Beyond the MSR condition, construction of efficient exact
repair codes is interesting whenever n and k are such that

k/n > 1/2 [2]. Following the same computer search pro-
cedure, we are able to construct efficient exact repair codes
for n = 7, k = 4 with d = 6 over GF(8). However, since
a =2 < n—k = 3, this code is not MSR. We see that 6
symbols are needed for repair, while the message is of length
8 symbols. For n =7, k = 4, d = 6 MSR codes with a = 3
have been reported in the literature [4]. For these (7,4) MSR
codes 6 symbols are needed for repair, when the message is
of length 12 symbols.

IV. CONSTRUCTION FOR @ = 3

In this section, we will describe extensions of our quasi-
cyclic approach for o = 3. While we have not yet been able
to construct MSR codes with « = 3, we report some close-
to-MSR codes in terms of symbols needed for repair.

For o = 3, one possible extension to the construction of (1)
is as follows.

Hyy 0 0
C ={fcileales]: | 0 | T+ |Ho| T+ | 0 | =0},
H13 H23 H33
(19)

where the matrices H;; (applicable ¢ and j) are n —k x n with
entries from GF(2™) and 0 is the n — k X n all-zero matrix.

A. Distance, quasicyclic nature and repair

We will let H;; (¢ = 1,2,3) be parity check matrices of
(n, k) cyclic MDS codes C;;. The check polynomials and their
Fourier transforms are denoted h,;(x) and H;;(z), respectively.
The nonzero powers of H;;(z) will need to be in an AP modulo
n with common difference coprime to n. The rows of the
matrices H;; will be cyclic shifts of the first row, as before.
With the same proof as before, we can show that the code
in (19) is quasicyclic, whenever the set of nonzero powers of
Hj3(z) is the union of the nonzero powers of Hao(z) and
H33(z), and the set of nonzero powers of Hy3(z) is the union
of the nonzero powers of Hy1(z) and Hs3(2).

Dual vectors for « = 3 have the form [u3Hp; +
us Hy3|ug Hag + usHag|uz Hss]. When node n fails and can
connect to nodes 1 to n — 1, three dual vectors [p1|pz2|ps]
[a1]d2|q3] and [rq|ra|rs] are needed for solving for the three
unknowns. The equation can be written as

C1,1 C21 Cn—1,1 Cn,1
My |cio|+Ms |cop |+ +Mp_1 [Ch—12| = My [Cn2|,
C1,3 €23 Cn—1,3 Cn,3
20)
Pia1 Pi2 Pi3
Mi=1¢1 ¢2 ¢3|,1<i<n-—1 21
i1 Ti2 T3

We will need rank(M,,) = 3, and we have that the number of
symbols to be downloaded from node i is /3; = rank(M;).

B. Fourier domain search

The linear dependency condition for efficient repair given
by (10) in the Fourier domain is now applied repeatedly
for the components of the three dual vectors needed in the
reconstruction. One set of possibilities is the following:

n—5127z
—52272

[P1(2)Ra(2) + Pa(2) (22)

[Pi(2)R3(2) + P3(2)R (23)



QUARa() + Qa2 Ba(n = 8 377, 24
1=0

QUARE) + QRN = 51 372, @9)
1=0

where §; # 0, i = 1,2, 3,4. Using simplifications similar to
the case when o = 2, we fix the nonzeros powers of H;;(z)
(i = 1,2,3), the nonzero coefficients of Hs3(z) and R;(2)
(¢ = 1,2, 3). This results in linear equations for the coefficients
of Pi(z), Qi(z) (¢ = 1,2,3) and the coefficients of Hi3(z)
and Hss(z). However, because of the non-exhaustive nature
of the conditions (22), (23), (24) and (25), simply finding a
solution is not sufficient. We have to further check that the
solution satisfies the condition that the rank of M, is three.
Also, we need to compute the values of 3; = rank(M;), i =
1,2,--- ,n — 1 to check the efficiency of the repair process.

C. Results

For o = 3, we attempted computer search for n = 7 and
k = 4 over GF(8). We can report that there are several codes
with suitable reconstruction dual vectors that result in exactly
two of the 5; (i = 1,2,3,4,5,6) equal to 2 and the rest
being 1. This implies that a new node will need to download
one symbol each from 4 nodes and 2 symbols each from the
remaining 2 nodes to exactly compute the symbols in the failed
node. Therefore, 8 symbols are needed for a code with 12
message symbols. As discussed before [4], the best MSR code
for these parameters can perform exact repair by download-
ing only 6 symbols. One such (7,4) code is the following:
Hin(2) = 7%2% +9%2° + 7228, Hao(2) = v + %2 + 2%,
Hs3(z) = vz 4+ 423 + 25, His(z) = 752 + 72% + %24 +
25 + 325, Haz(2) = ¥4 + 722 + 7222 + 423 + 4325, The
reconstruction dual vectors, listed one below the other, are

1420 09%y9% 0000 4% v |37 0 0%y v
L4241 450010010 1 0 v [4%4*0~%4%0+°],
'y2'y60'y3'y4176 00074’)’5’)’3’)’4 74172174176

with v € GF(8) being a primitive element.

V. CONCLUDING REMARKS

We presented quasicyclic MDS codes with efficient exact
repair properties for 2 and 3 symbols per node. We have used
a parity check matrix method for construction with a suitable
structure to ensure that the code is quasicyclic. Dual vectors
are used in the reconstruction process with a Fourier domain
search that simplifies the problem considerably.

Several aspects of the construction and search method are
new in the area of codes for distributed storage with efficient
exact repair. Also, the codes reported here have the advantage
of simplicity both in terms of cyclic reconstruction and small
field sizes.

While the construction appears to be fairly complete for two
symbols per node, there are several interesting possibilities
that have been unexplored in the three symbols per node case.
However, for the two symbols per node case, the search for a
(7,4) code with d = 5 remains an interesting problem.
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APPENDIX

Suppose ¢ = [cy|ca] € C. Then, Hyjel =0 and Hyoel =
Hoocd = [s1 8o+ 8n_1,]T. Let a cyclic right shift of ¢ be
denoted [c}|c5], where ¢} = [cn1 c1,1 €21+ Cp—1,1] and
C/g = [Cn,Q C1,2C22" " Cn—1,2]-

Since Hi; is a parity check matrix for a cyclic code, we
have Hycif' = 0. Since ¢! is a cyclic right shift of c;, we
see that Hioc/l = [s' s1 So++ Sp_p,—1] and Hoochl =
[s 5182+ Spn_k,—1], since rows of H;; are cyclic right shifts
of the first row. So, for C' to be quasicyclic, we only need
s’ = s or

[hlz,l te h12,n—1 h12,0][01,1 C21 " Cn,1]T+
[ha21 - hoon—1 haoollcr2 cao-cno)’ =0,
for all ¢ = [ci|ca] € C. Hence, we need [h;|hy] =
[h12,1 - h1an—1 hi2,0lha21 - ho2n—1 hazp] to belong to
the dual C* i.e. there should be u,v such that [h;|hy] =

[wH11 + vHi2|vHas]. In polynomial notation, we need wu(x)
and v(x) with degree < n — k such that

7 ho(2) = w(x)hiy(z) + v(x)hiz(z) mod 2™ +1,
(26)

2 hoo(7) = v(x)ha2(x) mod 2" + 1. 27)

Since hgg(l‘)i)@g(ﬂ?) =z + 1,

7 hoo(z) = [(1 + ile(l’))l'_l]hQQ(l') mod z" + 1,
where we have useq the fact that il22,0 = 1. From the above,
we let v(x) = [(1+hao(x))x 1], which is a degree-(n—k—1)

polynomial that satisfies (27). Using v(z) = [(14haz(z))z ]
in (26), we require u(x) such that

hao(x)hoo(x) = w(x)hiy(z) mod z™ + 1,
which is possible whenever his(2)hos(z) = 0 mod hi ().

ACKNOWLEDGMENT

The authors would like to thank Siddarth Jaggi, Nihar
Shah, K. V. Rashmi and P. Vijay Kumar for several helpful
discussions.



